Natalis Outcomes
Security Policy

OVERVIEW:
Natalis Outcomes and its subsidiaries and affiliates will collect patient personal information in the delivery of our professional Mental Health Wellness Services. This Natalis Outcomes Security Policy (“Security Policy”) explains how Natalis Outcomes securely handles patient personal information when visiting:
(a) the Natalis Outcomes website located at (www.natalisoutcomes.org) and/or receiving 
(b) all other patient Services provided by Natalis Outcomes, as described on, or provided through the Natalis Outcomes website, including our web-based application designed to assess mental health wellness. 
Patient personal information will be collected, measured, and tracked over time in compliance with all HIPAA regulations.   

SCOPE:
Mental Health Wellness Services provided by Natalis Outcomes may also be offered through a third party such as a healthcare provider or practitioner. Compliance to our Security Policy is a requirement for third party healthcare providers or practitioners.
Natalis Outcomes complies with all legal and regulatory requirements (HIPAA). We may use patient personal information for any purpose if the data is analyzed anonymously so it is no longer identifiable by patient. 


GENERAL PRINCIPLES:
1. Information Gathered through Assessments
Responses and/or personal patient information gathered through taking assessments are electronically captured, measured, and tracked over time.

2. Use of Information
We use patient personal information to: 

(a) Provide Mental Health Wellness Services to the patient. 

(b) Maintain and enhance additional meaningful patient Services by Natalis Outcomes.



(c) Increase meaningful communication with the patient to improve mental wellness.
 
(d) Assess if patient responses to assessments, as determined by a mental health professional, are impacted by related factors, such as age, occupation, education level, stress, sleep, physical activities. 

3. Service Provider Arrangements
Patient information gathered by Natalis Outcomes through assessments may be transferred using encryption methods, to our affiliates or other third parties who provide Services to the patient. Our service providers use collected patient information to perform their designated functions and are not authorized to use or disclose personal patient information for their own marketing or other purposes.  

4. Legal and Compliance
Natalis Outcomes may provide patient information, if necessary, to: 

· Comply with legal obligations.
· Protect and defend the rights or property of Natalis Outcomes.
· Prevent or investigate potential wrongdoing in connection with our Services. 
· Protect the personal safety of users of our Services or the public. 
· Protect against legal liability. 

5. Sale of Business
Patient information may be provided to third parties in connection with a business transaction, including a merger or sale involving all or part of Natalis Outcomes as part of a company reorganization, or stock or asset sale.

6. Safeguarding and Retention of Personal Information
Natalis Outcomes has implemented reasonable administrative, technical and physical measures in an effort to safeguard patient personal information. 

We restrict access to patient personal information on a need-to-know basis to employees and authorized service providers who require patient personal information access to fulfill their job requirements.  

Natalis Outcomes’ data retention process is designed to retain personal information for no longer than is necessary for the purposes stated above or to otherwise meet legal requirements. 

7. Third Party Websites
Natalis Outcomes may contain links to other websites that are not owned nor controlled by us. We have no control over and assume no responsibility for the content, privacy / security policies or professional best practices of any third party website or Services.  

8. Data Security
Patient personal information is important to us. While we strive protect data with commercially acceptable encryption methods ‘at rest’ in our AWS cloud provider platform, and through internet transmission, ‘in transit,’ Natalis Outcomes cannot guarantee absolute security.


 
Should you have any questions or inquiries concerning Natalis Outcomes’ Security Policy, please contact the Natalis Outcomes Security Officer with questions, support@natalisoutcomes.org.
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